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Abstract
The security challenges being encountered in many places require electronic
means of controlling access to communities, recreational centres, offices, and
homes. The electronically controlled automated security access gate being
proposed in this work helps to prevent an unwanted access to controlled
environments. This is achieved mainly through the use of a Radio Frequency
(RF) transmitter-receiver pair. In the design a microcontroller is programmed
to decode a given sequence of keys that is entered on a keypad and commands
a transmitter module to send out this code as signal at a given radio frequency.
Upon reception of this RF signal by the receiver module, another
microcontroller activates a driver circuitry to operate the gate automatically.
The codes for the microcontrollers were written in C language and were
debugged and compiled using the KEIL Micro vision 4 integrated
development environment. The resultant Hex files were programmed into the
memories of the microcontrollers with the aid of a universal programmer.
Software simulation was carried out using the Proteus Virtual System
Modeling (VSM) version 7.7. A scaled-down prototype of the system was
built and tested. The electronically controlled automated security access gate
can be useful in providing security for homes, organizations, and automobile
terminals. The four-character password required to operate the gate gives the
system an increased level of security. Due to its standalone nature of operation
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the system is cheaper to maintain in comparison with a manually operated
type.
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Introduction

The security situation in many parts of the world today leaves much to be desired. In
Nigeria particularly, the prevalence of armed robbers and other groups that constitute
nuisance to the society has led to the loss of lives and properties worth millions of dollars.
Many of the attacks that led to the loss have occurred in the homes or in guarded compounds
and the attacks took place in spite of the existence of seemingly impregnable security gates
that were designed to ward off intruders [1]. The needs for electronically controlled gates that
have superior security features to those operated manually thus exist and have been on the
increase in recent times [2].

Many attempts have been made to design such gates with various types of security
features. In the work by Shoewu and Baruwa [3] a microprocessor was used to monitor two
gates which sense the approach of a vehicle. The gates automatically open, wait for a
specified time and then close. It is clear that the features of these gates do not provide
adequate security since any vehicle can gain entry into the compound. A system that provides
efficient gate access and an estate control to perform the job of the gate security guard is
discussed in the work by Lau and Choo [4]. The main pitfall of this system is that it uses a
telephone to identify visitors; the telephone can be used by anyone who approaches the gate.
The development of a computer-controlled security gate system explained by Arulogun et al.
[5] allows privileged users to gain entry through a keyless door by using smart card
authentication. It is true that smart cards can be stolen thus compromising the security of this
system. An attacker only needs to acquire a valid smart card in order to gain entry through the
door [6]. A low-cost private office access control system developed and discussed by Khan
[7] permits a user with the correct password entered on a keypad to gain entry by controlling
an electromagnetic door lock. The fact that passwords belonging to one individual can be
learned by another without the owner’s permission is a major drawback of the system: the
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rogue can use the stolen password to gain entry into the system. Radio frequency
identification (RFID) has been used in conjunction with microcontrollers to control gates to
enable vehicles to pass through [8, 9]. Olatinwo and Shoewu [10] have described a system in
which swing gates are controlled electronically using microcontrollers and infrared
transmitters. This system is only required to close and open gates and has a very limited
security feature. In the work done by Adewuyi et al. [11, 12] surveillance cameras are used to
capture and recapture the face of the driver as well as vehicle plate numbers. These data are
stored in a databank for future comparison with visitors who will only be able to gain entry
into a compound through gates if the data match. The system has the disadvantage that users
must have been properly documented to enable them pass through the gate.

The system that has been designed in this work uses microcontrollers and radio-
frequency transmitter/receiver pair as major components. A microcontroller is programmed to
decode a given sequence of keys that is entered on a keypad; the microcontroller commands a
transmitter module to send out this code as signal at a given radio frequency. Upon reception
of this RF signal by the receiver module, another microcontroller activates a driver circuitry to
operate the gate automatically. Some advantages of the system over those described in [5], [6]
and [7] include:

(i) It does not need close contact to control the gate; the control can be done from inside the
car at a distance.

(ii) It operates as a stand-alone system and does not require a network provider for reception
of signals.

(iii) The use of a keypad to generate the code necessary for the opening and closing of the
gate enhances the security of the system since it requires very many trials by an intruder to
succeed in breaking into the system.

(iv)The features of the system that are controlled by the firmware resident in the memory of
the microcontrollers can be easily improved for future upgrade.

The present study aims at designing an electronic automated gate system that can be
remotely controlled from a distance. The electronic code of the system has an in-built
password that is four characters in length. This code is entered from a handheld unit. The
security of the system is enhanced since the code is not easy to break and is only known to the

operator.
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Materials and method

Architecture of the system
The security access gate system being described in this work is made up of two
principal units. The transmitting unit, depicted in the block diagram in Figure 1 consists of a
matrix keypad, a microcontroller, and an RF transmitter module. The transmitting unit is
portable and can be kept in a car or in a form of transport agreeable to the operator. A certain
sequence of characters is punched on the matrix keypad and this is accepted by the

microcontroller which sends the code to the RF transmitter module for transmission through

T Antenna
RF Transmitter

Figure 1. Block diagram of transmitting unit

the built-in antenna.

Microcontroller

A 4

Matrix keypad

A 4

The RF signal is received by the RF receiver module that forms part of the receiving
unit whose block diagram is depicted in Figure 2. The RF receiver module decodes the signal
received and sends the code to the microcontroller which drives the motor through the driver
unit. The receiving unit is an integral part of the gate assembly. The RF transmitter module

and receiver module operate at a frequency of 434 MHz.

Antenna

\ 4

RF Receiver - Microcontroller

Motor Driver @

Figure 2. Block diagram of receiving unit

Hardware design
The transmitting unit
The schematic diagram of the transmitting unit is shown in Figure 3. This has a 3x4
matrix keypad containing 12 characters namely 1, 2, 3, 4, 5, 6, 7, 8, 9, #, 0, *. The matrix
keypad is interfaced with the microcontroller that is programmed to transmit signal only when
it receives code of 4 characters in a given sequence. The sequence 1-3-5-8 has been chosen
for the design. The permutation formula given in equation (1) shows that for a 4-character
code, it will require 11,880 trials for an intruder to break into the system. A longer character-
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code will make the system more secure since more trials will be required to break into the

system.

| | 1
nrp:(nn—'r)':l?zl':12x11x10x9:11,880 ?

In Figure 3, the microcontroller transmits the correct code through its serial port to the

RF transmitter module which in turn transmits the modulated signal into the air.
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Figure 3. Schematic diagram of transmitting unit

The receiving unit
The schematic diagram of the receiving unit is shown in Figure 4. The signal from the
transmitting unit is received and demodulated by the RF Module which passes the code to the
microcontroller. The microcontroller verifies the accuracy of the code received and, if it is
correct, energizes the dc motor through the driver transistors.
Software design
The transmitting unit has a 3x4 matrix keypad that is interfaced with the
microcontroller which is programmed to activate the transmitting unit to transmit RF signal
when it receives the code sequence 1358. The flowchart used to develop the program for the

transmitting unit is shown in Figure 5.
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Figure 4. Schematic diagram of receiving unit
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Figure 5. Flowchart for the program of transmitting unit
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The RF module in the receiving unit receives transmitted code from its transmitter
pair. If the code received is incorrect the gate stays in its present position of open or close. If
the code received is correct the system proceeds to check the conditions of the gate and takes
decisions as follows:

(i) If the gate is presently closed the system opens it to allow the operator to pass
through.

(ii) If the gate is presently opened there is the need to close it after the operator has passed
through. This is achieved by entering a wrong code which makes the system to
close the gate. The gate will also close if the transmitter goes out of the range of
reception of the receiving unit.

The programs for the transmitting and receiving units were written in C language and
were built and debugged in the KEIL micro vision 4 integrated development environment
[13]. The simulation of the firmware and hardware was carried out using the Proteus Virtual
System (VSM) modeling environment version 7 [14]. The resultant hex file was burnt into the
program memory of the microcontroller with the aid of a TOP2005 universal programmer
[15].

The flowchart used for the program of the receiving unit is shown in figure 6.

<«

A

Initialize Ports

Is Received Code

Enter Wrong
Code
Yes
A 4 A 4
Stay in Stay in Execute Execute
Open Mode Close Mode Open Mode Close Mode

Figure 6. Flowchart for the program of receiving unit
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Results and discussion

A typical screenshot taken during program development and debugging is shown in

Figure 7.

=3 Target1
EE Source Group
. -[#] tyowuah-r
{:| MNew Group

1 | I I
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/* programmer: Tyownah Ngumom Michael#®/

/*program to receive code and control a dc motor

f* compiler: KEIL IDE p Vision 4 */f

f*Programmer: Top 2005 universal programmer®/
#include<regsl.h>

zbit open=PF2"0; /* open if port 2 bit 0 is high®

sbit close=P2"3; /* close if port 2 bit 3 is high

vold delay(un=signed int msec);
void main() /* main function*®/

{
unsigned char miket:
THMOD=0x20; f/* set device for reception if
TL1=0xEE:;
TH1=0xES8; /* baud rate 1200 bps */
SCON=0x50; f*s3et to receive data if scon |
TR1=1; f* start timer tl#®/
while (1) /% do following forver+®/
{
while (RI==0) ;
miket=5BUF;
if (miket==0x01) S* if 0x01 data is in miket */
{
open=0:
if (miket==0x03) /* if data

I

Program Size:

data=9.0 xdata=0 code=48

creating hex file from "tyowuah-r"...
"tyowuah-r™ - 0 Error(s),

0 Warning(s).

Figure 7. A typical screenshot during program development

The circuits of the transmitting and receiving units were built on veroboards as shown

in Figures 8 and 9 respectively. The receiving unit was connected to a dc motor which formed

part of a prototype gate assembly. The gate opened automatically when the correct code

(1358) was entered on the keypad of the transmitting unit.

92



@ Leonardo Journal of Sciences Issue 25, July-December 2014
ISSN 1583-0233 p. 85-96

Figure 9. Circuit board of receiving unit

The gate also closed when any wrong key sequence was entered on the keypad or
when the transmitting unit moved away from the signal coverage distance, which was
measured to be seven (7) meters from the gate. Figures 10 and 11 show the gate in close and

open positions respectively.
‘ 3 e

Figure 10. Prototype gate in close position
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Figure 11. Prototype gate in open position

It was observed that the transmitting unit could communicate flawlessly with the
receiving unit up to a distance of seven meters. The signal coverage distance can be increased
by using higher power transmission of the RF signal from the transmitting unit. The fact that
the gate can be operated from a distance has an important security implication: in the event of
a pursuit by criminals the owner of the compound can open the gate while still moving
towards it and then close the gate immediately after gaining entry thereby thwarting the
intention of the criminals. The system described in this project has been constructed to operate
a small gate in order to demonstrate the workability of the design. It can be modified to form
part of an electronic toll collection and other entry or pass-through systems that require user
identification. The inclusion of password that is to be entered on a keypad makes this design
to have an enhanced security. A better security level can be achieved by making the password
to have more characters. A bigger gate can still be operated with the control system described
but the driver circuitry must use components that can handle more power required to drive the

gate.

Conclusion

An electronically controlled automated security access gate has been successfully
designed and built in this work. The system is made up of two principal units namely the
handheld transmitting unit which communicates with the receiving unit that forms part of the
gate assembly. The system achieves a good measure of security by encoding characters and

using an RF transmitter-receiver module pair for the transmission and reception of signal over
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a distance of about 7 meters. The system can be used to keep away intruders from gaining

entry into residential buildings, offices and parking lots.

10.
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